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quickly respond to events that 
suddenly magnify the impor-
tance of lower-tier issues. 

Documenting Analytic 
Tradecraft

Analysts excel at providing 
clear, succinct assessments, but 
they traditionally resist provid-
ing details of how they come to 
their judgments.  This occurs in 
part because the current prod-
uct-oriented system does not 
reward the effort sufficiently.
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Details of tradecraft may pro-
vide more information than 
most policymakers want, but 
without those details, readers 
will find it difficult to discern 
the rigor of the analysis or to 
reconstruct the thinking behind 
the conclusions. A disciplined 
approach to preserving records 
of analytical processes would 
help other analysts learn from 
the experience and apply meth-
ods used in one problem to 
another. Alternatively, with the 
passage of time, the previously 
used methodology could be 
applied to new data to come up 
with updated findings. New 
analysts could work to improve 
upon past methods instead of 
creating their own. The value of 
turning what might become 
stagnant methodology into pro-
gressive methodology built on 
the work of others cannot be 
overstated.

As things stand, the disincen-
tives to creating such documen-

tation outweigh the potential 
benefits, however great they 
may be to the IC as a whole. 
The time required is substan-
tial, few policymakers ask for it, 
and there is the risk that in 
doing so, analysts and their 
managers will expose them-
selves to criticism, especially 
from those who might support 
alternative points of view.

This situation was partially 
addressed in ICD 203 (“Ana-
lytic Tradecraft”) and ICD 206 
(“Source Requirements for Dis-
seminated Analytic Products”). 
These two directives required, 
for the first time, analysts to 
“show their work.”  In addi-
tion, as a result of ICD 203, 
intelligence agencies have 
established product evaluation 
boards to determine how well 
their products are conformi
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ng 
to ODNI analytic standards.  In 
spite of such beneficial changes, 
there are still strong individual 
motivations to document as lit-
tle of one’s tradecraft as possi-
ble.

a
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Adoption of Collaborative 
Technologies

A product-centered environ-
ment also discourages the use 
of new technologies and oppor-
tunities for electronic collabora-
tion. For example, we found 
only one organization that came 

close to using Wikis to produce 
main-line products. The organi-
zation is a small group that 
works solely with openly avail-
able information. It does so in 
part because it is a relatively 
new entity, unencumbered by 
long-running past practices. 
Even so, it uses Wikis more for 
warehousing knowledge than 
for producing material for 
external audiences.

What Would Tools for a 
New Output-Focused 
Paradigm Look Like?

In a widely read blog post 
some time ago, Clay Shirky, a 
prominent thinker on the 
social and economic effects of 
Internet technologies, exam-
ined the challenges facing the 
newspaper industry in the dig-
ital age.

If the old model is bro-
ken, what will work in its 
place? The answer is: 
Nothing will work, but 
everything might. Now is 
the time for experiments, 
lots and lots of experi-
ments, each of which will 
seem as minor at launch 
as craigslist did, as Wiki-
pedia did, as octavo 
volumes did.

While the IC faces declining 
budgets, it should not stop try-

a CIA’s Directorate of Intelligence has had such an evaluation component since the mid-1980s.

The product-centered environment has also discouraged the
use of new technologies and opportunities for electronic collab-
oration. 
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ing to innovate in support of 
customers. So, befitting 
Shirky’s challenge, below we 
offer six experiments that 
might lead to changed pro-
cesses and outputs. Three focus 
on process, three on output.

I. Using Wikis to Draft 
Finished Intelligence

While Wikis have been avail-
able to the IC for more than five 
years, their adoption has been a 
wholly grassroots movement 
among advocates who believe 
Wikis have the potential to bet-
ter capture knowledge and to 
promote increased transpar-
ency. However, this grassroots 
effort has been unable to effect 
change in the processes used to 
support the production of fin-
ished intelligence.

In all but a few cases, the cur-
rent work process consists of 
creating Microsoft Word docu-
ments, sending them via e-mail, 
and receiving coordination and 
review comments in “track 
changes” on electronic files, or 
in writing on hardcopy print-
outs, and incorporating those 
comments into a final product. 
With the exception of the use of 
IC-wide computer connectiv-
ity—thanks to the introduction 
of the Joint Worldwide Intelli-
gence Communications System 
(JWICS) and ICE-mail—this 
process would be recognizable 
by any analyst who left the IC 
in the mid-1980s. While com-
fortable to many, the process is 

subject to losses—coordination 
and review comments between 
analysts and managers are not 
always well preserved in e-mail 
or hardcopy. How an agency 
came to its conclusions in any 
product is opaque to those who 
stand outside the process. One 
of those individuals, former 
Deputy Secretary of State 
James Steinberg, lamented that 
he wasn’t privy to these 
exchanges.  We can imagine 
many other policymakers might 
share that sentiment.
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While many in the IC would 
abhor the thought of showing 
customers “how the sausage is 
made,” such give-and-take 
could easily be captured using 
Wikis, which capture rich meta-
data, including the identities of 
those revising content and the 
nature of the changes they 
made. Like it or not, analysts 
would be forced to “show their 
work” in a Wiki environment. 

In 2006, when Intellipedia 
was in its infancy, ADNI for 
Analysis Fingar proposed using 
Intellipedia to create a National 
Intelligence Estimate (NIE) on 
Nigeria. The effort failed for 
many reasons, not all of them 
related to technology. The proj-
ect was probably too big and 
tried too soon. Many in the IC 
were uncomfortable with the 
new technology and immedi-
ately looked to undermine the 
effort. Despite such false starts, 
however, there are good rea-
sons for pursuing these alterna-

tive forms of analysis. Now that 
Intellipedia has been around for 
more than five years, it would 
behoove the IC to try again, 
perhaps not with an NIE but 
with less ambitious objectives, 
in order to gain experience and 
to collect some successes upon 
which to build.

II. Adopting the Living 
Intelligence System

A much more ambitious proj-
ect than Wiki-based analysis is 
currently under development 
within the IC, primarily within 
the National Geospatial-Intelli-
gence Agency (NGA). The Liv-
ing Intelligence System (LIS) 
aims to transform the stove-
piped, agency-proprietary 
reporting and analysis process 
and to reduce the amount of 
static and duplicative analytic 
production. Rather than using 
Wikis simply to draft existing 
product lines, the LIS suggests 
that “tailored snapshots should 
be the exception not the rule 
and ‘products’ should be the by-
product of the collaborative pro-
cess, not the end state.”  The 
LIS would move the review pro-
cess into the same place in 
which transparent, online col-
laboration takes place. Contrib-
utors, including official 
reviewers, would be held 
accountable, and they and their 
agencies would still receive 
credit for their work even in the 
absence of a traditional “fin-
ished” product. The system 
would show how points of view 
emerged—or were prevented 
from emerging—and who was 
responsible.
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Like it or not, analysts would be forced to “show their work” in
a Wiki environment.
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As our world becomes more complex, useful expertise will in-
creasingly be located outside of the IC. To date, there are only a few 

units in NGA that have been 
willing to test the LIS. Partici-
pation by other IC agencies 
would help determine the via-
bility of the platform and poten-
tially chart a new way forward 
for the community. Adoption of 
the concept in the IC would be 
an uphill battle, however, 
because many agencies are 
reluctant to give up their exist-
ing business models. Agencies 
often claim they are respond-
ing to the needs of customers 
who demand tailored output 
and would view other outputs 
as unwarranted and wasteful. 
Indeed, most customers inter-
viewed for this study did want 
intelligence output tailored to 
their needs, but that does not 
mean that LIS could not be 
used to support such demands. 

For LIS to succeed, it will 
need strong executive leader-
ship willing to break the stran-
glehold that individual agencies 
have on existing production 
processes. Although some 
senior executives admit that 
they are embarrassed by redun-
dant and duplicative produc-
tion, they have done little to 
change the status quo.12

Even if it has executive buy-
in, LIS would need to win over 
skeptical middle managers, who 
view it as a way to hold them 
accountable when something 
they approved or inserted turns 
out to be incorrect. The opaque-
ness of the existing production 
model lets them easily avoid 
accountability by permitting 

errors to be waved off as a sys-
temic failure. 

III. Fixing Outreach

As our world becomes more 
complex, useful expertise will 
increasingly be located outside 
of the IC. For instance, in a 
study of the analysis surround-
ing Arab Spring, the Stimson 
Center noted “NGOs in particu-
lar enjoy a distinct advantage 
in understanding societal inten-
tions and capacities, and their 
more limited interaction with 
government officials may pro-
vide them more insight into 
societal trends.”13

Despite ODNI efforts to 
expand outreach to experts out-
side the IC, RAND research in 
support of this article revealed 
that significant hurdles remain. 
ICD 205 (“Analytic Outreach”) 
and numerous pronouncements 
by senior ODNI leaders on the 
importance of analysts engag-
ing with the outside world have 
not overcome the sense that the 
task is simply too hard—money 
is required, outside contacts 
have to be vetted, discussion 
topics must be approved, and so 
on. In his Studies in Intelli-
gence article cited earlier, Mar-
tin Petersen remarked, “Many 
of the people we serve believe 
they are better plugged into the 
world than we are. And in 
many cases, they are.”  14

This echoes the sentiment of 
former Acting Director of the 

CIA John McLaughlin, who has 
said that some customers 
believe they have a “more com-
prehensive and sophisticated 
understanding of the issues 
than intelligence specialists,” a 
view, he added, that was often 
justified.  During a visit to CIA 
headquarters, former Deputy 
Secretary of State Steinberg 
lamented how analysts “don’t 
get out enough and get their 
hands dirty” because of secu-
rity concerns.  He suggested 
that this affects the IC’s ability 
to serve its customers. 
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Dennis Wilder, a senior CIA 
Directorate of Intelligence offi-
cer, won a Galileo Award in 
2011 for a paper entitled “An 
Educated Consumer Is Our 
Best Customer.”  During the 
award ceremony, Wilder, who 
was then a senior PDB 
reviewer, took the opportunity 
to discuss intelligence support 
to policymakers. He stopped 
short of calling IC products 
“irrelevant,” but it was clear 
from his remarks that he 
believed the IC was falling 
short of providing its custom-
ers with the insight they 
needed. Taking note of a book 
cowritten by former CIA ana-
lyst Jerrold Post on the health 
of world leaders, When Illness 
Strikes the Leader,  Wilder 
reported that the book and 
another unclassified work by a 
CIA doctor did a far better job 
of informing policymakers on 
the subject than any he had 
seen from the IC. Yet, how 
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Analysts probably need fewer policies and less education
about outreach, and more assistance in navigating the over-
bearing but necessary security hurdles to accomplish it.

many analysts have written 
unclassified products since they 
have become part of the IC?

This is not an isolated case. 
Former NSC Director for 
Afghanistan Paul Miller, men-
tioned earlier, told this research 
team that security restrictions 
on outreach are “isolating ana-
lysts and making contact with 
other experts in their fields dif-
ficult, awkward, and 
sporadic.”  Ken Lieberthal, in a 
2009 monograph published by 
the Brookings Institution, 
reported that “Security con-
cerns have also sharply reduced 
the ability of most IC analysts 
to benefit from interaction with 
the non-IC academic, think 
tank, NGO, and business 
communities.”20

19

These reports by senior lead-
ers and senior customers are 
disturbing. Moreover, when this 
team reported its findings to an 
ODNI conference in July 2011, 
attendees lauded ICD 205 as a 
monumental accomplishment, 
from its initial drafting to its 
signing. Yet it is likely that a 
large percentage of IC analysts 
have never heard of it.   They 
are more intimately familiar 
with the checklist—sometimes 
20 steps long—that greets them 
when they apply to attend an 
outside conference or meet with 
an outside expert. Analysts 
probably need fewer policies 
and less education about out-
reach, and more assistance in 

navigating the overbearing but 
necessary security hurdles to 
accomplish it. It may be more 
effective for the IC to channel 
resources into an outreach “cen-
ter of excellence” staffed with 
knowledgeable security and 
counterintelligence personnel to 
assist analysts in this endeavor.

IV. Delivering Tablets 

Nascent efforts to use iPads 
and other tablets to support 
customers do exist and are to be 
commended. However, effective 
use of this technology requires 
processes, people, and outputs 
that are wholly different from 
those we have today. 

Because tablets offer so many 
new ways in which customers 
can engage with content, utiliz-
ing tablets will dramatically 
affect IC work practices. Cus-
tomers receiving intelligence 
support through a tablet are 
almost certain to expect an 
experience fundamentally dif-
ferent from reading a tradi-
tional product. Those 
experienced in using tablets 
will want layered products that 
allow them to drill down deeply 
into subjects. If they are read-
ing about a world leader, for 
example, they will expect links 
to the person’s closest associ-
ates, travel schedule, and vid-
eos of recent speeches. Yet the 
IC efforts we have observed still 
resemble the paper model, mak-
ing tablets essentially “elec-

tronic paper.” Today’s digital IC 
products may allow a customer 
to drill down only one level, per-
haps to an original source or a 
related leadership profile. The 
model for preparing a package 
to meet tablet-based consum-
ers’ increased expectations is 
categorically different from the 
IC’s existing model, and chang-
ing it will require considerable 
effort.

During our ODNI presenta-
tion, one attendee mentioned 
that he was an early adopter of 
tablet technology but that he 
had abandoned the New York 
Times iPad app to return to the 
paper copy. Indeed, the rela-
tionship between people and 
new technology is a fragile one, 
and if users are to adapt to and 
accept changes in output, that 
new technology had better 
deliver a new and impressive 
experience. Examples of how 
tablets can facilitate the deliv-
ery of insight can be found in 
the “Our Choice” app or IDEO’s 
“Future of the Book.”21

V. Delivering Outputs via 
Electronic/Social Media 

Expansion of electronic con-
nectivity between the IC and its 
customers should continue. As 
noted in a 2005 Studies in Intel-
ligence article, 

The Intelligence Commu-
nity has made 
substantial, although spo-
radic, efforts over the past 
decade and a half to 
explore better and more 
technologically advanced 
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A relatively low-cost experiment would be the introduction of
recommendation engines, like those used by Amazon.com,
into IC websites.

methods of communicat-
ing with consumers. The 
results, however, have 
been modest at best. The 
requirement to have back-
ground and contextual 
information available at 
the policymaker’s finger-
tips in a timely fashion 
remains unfulfilled.22

Paul Miller took away a simi-
lar lesson from his experience 
on the NSC.

The IC dissemination sys-
tem resembles a stack of 
sliced Swiss cheese in 
which the slices haphaz-
ardly cover up the holes in 
the cheese. The IC has 
many dissemination sys-
tems, all of which have 
gaping holes.23

The most difficult aspect of 
supporting customers electroni-
cally may be the customers 
themselves, who have different 
delivery preferences. Steinberg 
indicated that he would have 
preferred “more electronic and 
real time engagement” with the 
IC, yet Miller reports that 
“most policymakers will not 
take the trouble to sign up for 
an account, install a web certifi-
cate, or regularly go to a web-
site to look for new products.” 
His most effective dissemina-
tion system was e-mail.  With 
such wide-ranging preferences 
before it, the IC cannot appear 
flat footed in supporting its cus-
tomers. In short, the IC cannot 
afford to be unprepared when 
“digital natives” take over its 
customer base.

24

Most of the IC’s electronic 
engagement with customers 
has been on classified net-
works. The hassle of accessing 
these networks has limited the 
frequency and ease of engage-
ment. As an alternative, the IC 
may want to explore setting up 
private Twitter feeds to which 
customers can subscribe. Pri-
vate Twitter feeds allow pro-
ducers to approve who receives 
updates. The rules for IC use of 
Twitter would have to be estab-
lished and made clear, but the 
medium would provide the abil-
ity to engage customers at any 
time of the customer’s choos-
ing. Updates might include 
notifications about new assess-
ments, links to unclassified out-
puts, or immediate notification 
regarding new, unclassified 
developments.

VI. Using Recommendation 
Engines as Briefers

A relatively low-cost experi-
ment would be the introduction 
of recommendation engines, 
like those used by Ama-
zon.com, into IC websites used 
by customers. In today’s publi-
cation environment, IC briefers 
perform the function of recom-
mendation engines but cannot 
serve the large number of cus-
tomers who would like to have 
a briefer. Technology can lend a 
hand. 

On today’s IC websites, a con-
sumer interested in China will 

be greeted by the same content 
as a visitor interested in terror-
ism. In contrast, Amazon.com, 
iTunes, Netflix, and other 
retailers have long greeted each 
customer based on that individ-
ual’s interests. Just as briefers 
tailor briefing books for their 
customers, a recommendation 
engine could direct customers 
to IC products or websites of 
potential interest. This same 
technology could also benefit IC 
officers themselves.

Our suggestion of this 
approach should not be viewed 
as an attempt to replace brief-
ers and the conversation they 
facilitate between the IC and 
its customers. The recommen-
dation engine would primarily 
support customers without ded-
icated briefers.

The Challenges of a New 
Paradigm

New processes will no doubt 
raise new problems. For exam-
ple, who would be allowed to 
contribute to Wikis and blogs? 
How should sensitive matters, 
especially compartmented 
material, be handled? What 
arrangements can be made to 
involve consumers, who in their 
activities often acquire informa-
tion that analysts would want 
to have? How would this new 
system overcome traditional 
policymaker reluctance to share 
certain kinds of information 
with the IC? If policymakers 
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are given access, how would an 
interactive system address the 
possibility that policymakers 
might gain undue influence 
over analysis? How would 
major analytic differences be 
adjudicated? 

There also are questions 
regarding the evaluation of out-
puts under the paradigm we 
describe. Would product evalua-
tion boards and ICDs on stan-
dards still be required? Would 
analysts maintain high trade-

craft standards in Wiki and 
blog environments? How will 
managers measure output and 
encourage and maintain good 
tradecraft?

Despite so many unanswered 
questions, we believe this para-
digm shift would offer benefits 
that outweigh the risks. Indeed, 
in some ways, the shift may be 
unstoppable. The explosion of 
social media and whatever its 
future might bring seems likely 
to become more and more 

important to political leaders as 
they reach out to their key con-
stituencies, gauge public opin-
ion, and try to get quickly 
ahead of crises. In that kind of 
environment, static, finished 
intelligence reports dealing 
mainly with top-tier issues will 
fail to meet the needs of the 
IC’s consumers, from the top to 
working levels. A shift to a 
more effective production para-
digm will not take place as long 
as systems continue to reward 
production of the obsolete at the 
expense of new forms of infor-
mation delivery.

❖ ❖ ❖
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